need (o remdnve fande from your account, make e
wized debie purchases, or run up vour long dis
LA II:'uIrII_' |'\.|'|

Protect Your Privacy and the Privacy of

Others

B e aware ol others waiting behind o, Fositson v our
self in front of the ATM keyboard or phone to provens
AR LECHN -\.'I"hl'."u:l:l.: Wiy PIis. B couricous wlile
WAl At ian ATM o % ['Illl.'lq.' I I:l_-q1i.-|i.: 1 ;'\-':-l;'_g'
distamee from the (I RdiklE] shead of vois, Allow the

Lsurrent wser 1o Anish belare -I|!|'\l|ll.|l\.|||||.: e ikt [iiie

Protect Your ATM Cards

® An ATM card shaoidd be ereated an ||----.|;:|| IL WO
cash, Avoid providing card and accouns informa non
1y anvone over the fel |'.|'u.|lg _

® When making a cash withdrawal st an ATM. e
':llul‘-'.'l:. MDY r|1|" |..1'.|'| A% woon a8 fhe |r|.||i||||r I
beases e Put the cash in YOur |,1|1Lr| ] weait imial
FFE AT 1M A AT ||-..=|r||-|- hl'.'.ll‘*_' ;l||||'!|r|=,; 1 _.'ﬂ.lq.'l.| T
use an ATM in an selated sren of ll,-ll-_-'.; '|'\.|_'.-i'\-||_ dre
lmitering

B B sure i jake FOHAF FECRIpE Edr Focisfd B msaC s
e ma bohe I|||_'||| A inomih |:. staicmmenis. Dishon
Chl |'|'|||l!-c O BAL WOnEf r-:.,\'.|l|| I Bod Yol SCcount

i
|'I|J|_-|h|. T, '"""L'l-'l." I'\..'.'I'\I-'I.' ne FOLCIpE ak ||'|I.' kile

Protect Your Credit Cards

® Only give vour crodie card aceount number o make
a purchase or reservation you hayve initiaced, Sl
NEVET FIVE this imformdion over a cellalar |'|h.-m_-

B Mever grive woer credet cord o someane e 1o s o
yoiar behalf,

B Watch your credit card alter giving it to store elerks
[0 Profec Agiimat Exira (NP BSeimg made

W | Iessrony ANy CAFDOIE LI mor <hscard g the t-ach
Cia af EfE |'\II||-\.I'| Vaf* COLIFACT hq_l:Fl .|'_|-._l|,' !.I|:_I-\. | [FR
fdifc ;:l 14E

B Prodect YiRIF PUrse OF 'w ||||'|_ N[ |_||||:.' when frave |||___
OF i enbwedied St asrs.

® Save all recedpes, and compare them (o your monhly
ALATEMCAL H.l.'|1--r'. ay discrepances immsediaoely!

B Keep o master list in @ secure place i hogse wich all
Arcoiant mithers and phone nombers for repaorLing

stolen or boar cards,

Lost oo Stelen Coards

B Alasive FEpaT Beaid inr seoden cands b the deia 1§ OOl
pany immediately, This limies any wnaothomzed use
of yeur card and permice the company o begon th

process of Issumng 4 pew cand,

Lrme can be random. Bur there are sicps that
|I1.‘||: VIHAF chanoes ol |1r-.||n|||'.|.'_ i -.u;."im I'u_'|r||lI
aware of the threar ol chimce—and .|||:rr f wh ai
VEnl Can dar 10 prevent it—will Bir 3 |-:|r||: way to-
ward JI:HIIn.'.rIE vl clegTrnig Eransaeigns sal: ﬂl'l'.l

Private,
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Protecting
Your Privacy

Keeping an Eye on
Your Private
Information

Natiwonal Crime
Prevention Council



-mail, the Internet, automated

teller machines (ATPA),
compluter banking, long distance
camers, even credit .cancls make our
Inves more efficient. However as our
Ivizs DeCome more integeated with
techndioqy keeping our private
information confickential becomes
mere difficult. Electromc ransactions
can keave you vainerabke to fraud
andl other crimes, Following a few
simple tips can help keep your cocle
from being cracked.

A Word on Passwords

Whether vou are on the Intermet or an online bank-
ing program, you are often required o use a pass-
waord. The worse passwords (o usc are the ones
that come to mind frst—name, spouse’s name,
maiden name, pets, children’s naime, even street
addresses, etc. The best passwords mix numbers
with upper and lowercase letters, A password thar
15 not found in the dictionary is even beter. There
are programs that will try every word in the
dictionary in an effort to crack your secariry,

Don't be a "o —someone 1who wses
therr rame as therr passweord.

e -

The weakest link in & security system as the huo-
man element. The fewer people who have agces
to your codes and passwords the betrer. Avosd
breaks in your security by
® Changing your password regularly,

B Memoriring vour password. [F vou have several, ser
up a sysem for remembering tsem, I you do wine
down the password, keep iv ac bome or hidden ar
work, Don't write your passwond on @ post-it note
and stick it on your moniter or hard drive.

B Setting up o special aceount or setting avde a different
compater ol work lor temporary help and oher un-
authorized users.

|| you have the optdon of letting sour conmjputer or 2
Wt ste remember a passwond for vou, don's use i
Anyone who wes your machine will have sutomatic
access o informanion that s password proceced,

Deni’t send confidential, financial, or
persomal mformation on your e-marl
systent,

Shopping in Cyberspace

Ordering merchandise from the Internet is the

erend of the future. You can prevent problems be-

firie thex o by

W [Dhosng bisiness with companies you ki and Iruse
If wou haven't heard of the company before, rescarch

it or ask for a paper entaliog belore you decide to order
decrronically. Check with wour state consumer pro-
tection agency on whether the company i licensed or
regictered. Fraudulent companied can appear and dis
apprear very quickly in eyberspace.

B Undcrstanding the offer. Look circlully ae the pood-
wctn of services the company v offening, Be sure you
know what i being sold, the quality being speafied,
ihe roal Price, ihe -u‘l;'lll.'i"rg.I date, the returm and can-
celld bn Fn:nllq-', and all the ierms of any guarpnice.

® Using a3 secure browser thar will encrype o seramble
purchase informatson, If there s no encrypeion sodft-
ware, consider calling the company™s 800 number,
faxing your onder, of paving with a check.

B Mever giving 4 bank account or credst card number
or ather personal information w anyome you don't
know or haven't checked aut. And don't prnv:id: -
formanion that sa't neccssary to make a purchase,
Even with partial informanion, con artists can make
aniuthirized charges or take money from your ac
count. If pou have an sven chenee baotween wing your
I:I“EI I.'Jrl.' II'I'L‘I I'IIIIIIIIH_ I.'Jl]t‘ I:h'.'l.'h. OF Mgy I:Ifl.‘l.f',
e & credif cand, YWoar can iIWI:p""I |'|r|.p|:|h_- frandulenr
credic card charges but you can't pet cash back,

Stam—unsolicited e-mail.
Reprort it to your online or Internet
service provider,

Using ATMs, Long Distance Phone
Services, and Credit Cards

Protect Your Personal Idennficaton Mumber
{PFIM)

® The PIM a5 one method wsed by banks and phone
cofmpanmes 1o protect your docount from unaushor
ired aocess. A FIN 6 o confidential code fssued po the
carchaolder to permir access to thar account. Your PIN
should be memerized, secured and not given 1w any-
one, not even family members or bank emploves.
The fewer people who have aceess to your PIM, the
beter.

® Mever wnte your PIN on ATM or long dstance call
ing eords. Don't weite your PN on s pieee of paper
amid |'||.I-l|.t' i in g waller, Il vomn wallet and card
are bowt or stolen, someone will have everything they



